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Power Platform Finance — Row Level Security and Hierarchies

This document was produced on the 3" April by Power Platform Finance.

For more information and future events, please visit https://www.powerplatformfinance.com/

Files and attachments

The files for this session:

Source Information
Salaries and Commission Data Excel file containing the data you will need to build out the
report

Salaries and Commission Data — Worked Power Bl file containing a worked example

Example

Power Platform Finance Background Background image for your report

Image

Theme File with sets the Power Platform Theme for your report
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1) Enabling the new ribbon experience and customisable theme
1.1) Open Power Bl Desktop — Download HERE

1.2) Turn on the preview feature for “Updated Ribbon”

1.3) Goto: File - Options and Settings = Options = Preview Features
1.4) Tick: “Updated ribbon” & “Customize Current Theme”
1.5) Select: “Ok” & restart as prompted
P4
Options
GLOBAL " Preview features
Data Load The following features are available for you to try in this release. Preview features

) might change or be removed in future releases.
Power Query Editor

DirectQuery Shape map visual Learn more

R scripting Spanish language support for QA Learn more
Python scripting New web table inference Learn more

Security Enable Q&A Live Connect Learn more

Privacy Al Insights function browser Learn more

Regional Settings
Updates

Usage Data
Diagnostics
Preview features
Auto recovery

Report settings

CURRENT FILE
Data Load
Regional Settings
Privacy

Auto recovery

Automatic Page Refresh Learn more

Updated ribbon Learn more | Share feedback

Store datasets using enhanced metadata format. Learn more
Decomposition tree visual Learn more

Customize current theme

A & E R E EEEEEE

Hierarchy slicer Learn more

OK

Cancel
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2) Importing and transforming the data

2.1) On the “Home” tab, select “Excel”

File Home Insert M g View Help
| Ele @ [oHE L B iAoz B & | G
= Get Excel PowerBl SQL Enter Recent Transform Refrest New Text More New Juick I
datav datasets Server data sourcesv datav visual box visualsv
Clipboard Data Queries Insert Calculations Share

2.2) Navigate to where you saved the “Salaries and Commission Data.xlIsx” and select the tables “Accounts”,
“Date”, “Employee”, “FTSE100 Companies”, “Revenue” & “Target” then select “Transform Data”

Navigator
Target B
Display Options ~ (2 Ticker Jan-2019 Feb-2019 Mar-2019 Apr-2019 May-2019 Jun
4 Salaries and Commission Data.xlsx [12] n 65000 56000 GE09 FE000 GE000 A
ADM 143000 143000 143000 143000 143000
v Accounts
AAL 63000 63000 63000 62000 63000
¥ [ Date
ANTO 23000 93000 33000 92000 92000
¥ [ Employees AHT 52000 52000 52000 52000 52000
¥ [ FTSE100Companies ABF 112000 112000 112000 112000 112000
B B Revenue AZN 110000 110000 110000 110000 110000
¥ [ Target AUTO 100000 100000 100000 100000 100000
AV 79000 79000 79000 79000 79000
O Dates
AV. 63000 63000 63000 63000 63000
O EmployeesHierarchy BA. 81000 81000 81000 81000 81000
[ E1 FTSET00 Companies BARC 78000 78000 78000 78000 78000
(m] Responsible BDEV 75000 75000 75000 75000 75000
| Revenue by company BKG 44000 44000 44000 44000 44000
BHP 35000 35000 35000 35000 85000
[ B Target by company
BP. 50000 90000 50000 50000 90000
BATS 57000 57000 57000 57000 57000
BLND 84000 84000 84000 84000 84000
BT.A 37000 97000 37000 57000 27000
BNZL 48000 45000 48000 48000 48000
BRBY 80000 80000 80000 80000 80000
ceL 37000 97000 37000 57000 97000
v
CNA 63000 63000 63000 63000 63000
< >
Load Transform Data | ‘ Cancel |

Note: You are connecting to the “Tables” within excel, not the excel sheet.

You can see the difference in the symbol of the ticked tables compared to the
unticked tabs.

It is advisable to use tables when connecting with Excel, when you change your excel
table (in either width or length) Power BI will automatically recognise the changes
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2.3) When in query editor, select the “Accounts” table then:

e Right click on the “Ticker” and select “Unpivot Other Columns”

¥ s un R Sminning To = % =]
@i | [ = | Untitied - Power Query Editor - o x e
D Home  Tramstorm  AddColmn  View  Tools  Help @
e TEANF N F ]z s Phipropenis G EES G T DwaTpe Ay~ o D P —
T - G & =] £ [ Acvanced Ecitor x o HH g 1 o st Bow ms eaers = | e Appeni Chisrien = | @ Vicn
g G5 New Reent Enler  Dafasowce  Marege  Refresh - . Choose Remove  Keep Remove St Group g L A i
CIPB¢ ppply~  Source~Sources™ Dats  setbngs  Parameters™  Prevew L Menage Columns * Columns *  Rows ™ Rows ™ Colmn= gy 2 Replace vaues daure Machine Leasming
=
Close Mew Query Data Sources  Paramelers Query Manage Columns Reduce Rows  Sort Transform Al Insights _
< f | = Source{[Ttem-"Accounts* Kind="Table"]}[Data] v || Puen:Setings X
s ource{[Iten="Accounts” Kind="Table"1}[Data g Iments | @
I Accounts . [ o e <145 rebaoto =455 mar2010 <255 aprznia - 4 PROPERTIES
O Date Copy Name
E Employees & femie i1
ove Other Columns
[T FISE100Comparies
i 2 Column
evenue a
= 1 [l Agd Column From Examples. 280 2248 2 e L
[ Torget ~ s
2 Aom Remove Duplicates 2230 3230 3 Souce
3 |AAL Remove Errors 2756 2256 32 2 Navigation
" 4 ANTO Change Typ 3238 3278 32, Changed Type
S "y < J Unpivoted Other Columns
5 |AHT 49 y
3 Transform , 8248 e 2
X Gl 215 32168 xz
2 L, Replace Values = ;
s AZN 3256 3256 32
Replace Errors
- 8 AuTo 331 3231 32
= 5 Aw rif Spiit Column " 3231 3231 27!
9 0 AV 2 Group By, 2257 5257 22
o 11 BA Fill " 3251 3251 az
= 12 |manc S Unpivet Calumns 257 3257 2
- i a Unpivet Other Column —— r— -
= Unpivor O +ed Calumns
ol Unpiver Only Selected Columns o FrTv .
i 15 BHP =] Rename. 3294 3294 32
> 16 8P Move v 3257 3257 3z
a 17 mars D Do 156 156 az
18 8o Add as New Query 51 3251 az
8 19 Bra S — azs1 3251 22
7 3257 3257 s257 2
S 3294 2294 2294 az
& 3243 3249 3249 az
& v
a 5 5. 325 v
A 3257 3257 257 a2 i >
+ 47 {

H £ Type here to search

e Right click on the “Attribute” column and select “Rename” then rename as “Date”
e  Right click on the “Values” column and rename as “Employee Responsible”

e  With “Date” column selected, choose “Date Type” > “Date”

G | [ = | Untitled - Power Query Editor

Home Transform Add Column View Tools Help '

S GREL B R, B3 |
T ~

- L4 = =7 [} Advanced Editor X

2 —J |Data Type: Text ¥

ARRLLE

Decimal Number

Close & New Recent  Enter Data source Manage Refresh D M . Choose  Remove Keep Remove Split Group . .
Apply~  Source ~ Sources ~ Data settings Parameters ™  Preview Snage Columns ~ Columns >  Rows~ Rows ~ Column~ By Fixed decimal number
Close New Query Data Sources  Parameters Query Manage Columns Reduce Rows Sort Whole Number
; Percentage
x = Table.RenameColumns npivote: er Columns™, ribute
Queries [6] < Table. RenaneColumns (#"Unpivoted Other Columns™, {{"Attribute”, *
ate/Time

7] Accounts [, A8 Ticker ~ | 8 ate [~]12 value ~ Date ‘

Date Time
Employees Date/Time/Timezone
FTSE100Companies I | I I II I " I I l Duration

aEaaaa

84 distinct. 0 unique 12 distinct. 0 unique 991 distinct, 982 unique
Revenue 4 < 4 Text
1m Jan-2019 44816.4233 True/False
Target
2 Feb-2019 52447.1739 .
Binary
5 m Aia- 2010 20072 A210

2.4) Repeat step 2.3 for the “Revenue” and “Target” tables except when renaming “Values” rename
correspondingly as “Revenue” or “Target”

2.5) Click “Close & Apply” to apply the changes
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3) Assigning individuals to revenue and targets

3.1) Assign the revenue and target to an employee

e Inthe “Data” view (left hand side) navigate to the “Revenue” table (right hand side)
e Add a “New Column” for the Employee ID using the DAX below:

Employee Responsible =

LOOKUPVALUE (
Accounts[Employee Responsible],
Accounts[Date], Revenue[Date],
Accounts[Ticker], Revenue[Ticker]

e  Repeat but for the “Targets” table use the DAX below when adding a new column:

Employee Responsible =

LOOKUPVALUE (
Accounts[Employee Responsible],
Accounts[Date], Target[Date],
Accounts[Ticker], Target[Ticker]
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4) Building the data model

e Inthe model view, create a diagram as per the below:

" FTSE100Companies -~
*
1 Company 7] Target

) [T Revenue
[T FTSE Industry Classificatio... :

[ Date
[ Ticker . £ Date
[ Employee Respansible

[ Target
1 Ticker

[ Employee Responsible
[T Revenue
A Ticker

7] Employees
. 7 Bonus Amount
| Date [ Bonus, %
[Tl Date [ Currency
1 Month 1 EMPID
[ Month Number F Full Name
[ Year 1 Level
1 Manager
[ Order
[T Salary
[ User Name

e You can either drag the relationships from one table to the next or go to “Manage Relationship” (1) ->

“New” (2) then create each relationship by selecting the Table from (3) and Column from (4) with the
Table To (5) and Column (6)

e List of relationships below:

File Home Help

QREDADR TR BTA0 a4 A @

Paste Get Excel PowerBl SQL Enter Recent Transform Refresh Manage Manage View Q&A Language Linguistic = Publish
datav datasets Server data sourcesv datav relationships roles as setup v schemav
Clipboard Data Queries Relationships
il ] ) Edit relationship
Manage relationships
==z Select tables and columns that ari relatg.
ES Active From: Table (Column) To: Table (Column)
Target 4
v Revenue (Date) Date (Date)
v Revenue (Employee Responsible) Employees (EMP ID) ket B jEaret | Evrlovee Responsible
. n o1 2019 000 3249
¥ Revenue (Ticker) FTSE100Companies (Ticker) *
ADM 01JaMuary 2019 143000 3230
v Target (Date) Date (Date)
AAL 01January 2019 63000 3256
v Target (Employee Responsible) Employees (EMP ID)
v Target (Ticker) FTSE100Companies (Ticker) '
FTSE100Companies
Company Ticker  FTSE Industry Classification Benchmark sector[12]
3 n Financial Services
Admiral Group ADM |nsur6ce
Anglo American plc AAL Mining
Cardinality Cross filter direction
[ vew. | [autodetect.. | [ edit. | [ petete | Many to one (*:1) ~  Single
¥ Make this relationship active Apply security filter in both directions
Assume referential integrity

POWER
LATFORM
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5) Setting up the Parent Child Hierarchy

For further reading on setting up Parent Child Hierarchies see Dax Patterns -
https://www.daxpatterns.com/parent-child-hierarchies/

Hierarchy

Almeda Lanman

Clayton Niven

Tamesha

Marcellus Magrath

Daren B u.ssa rd

Lona Eboni Taunya Loyce Hertha Tyesha
Star Kolodziej Saathoff Nagao Hughley Zank Deboer
Courtney Travis Jiinii
unie
Mayweather Milburn A i
redrick
“ " Vi | left hand sid i he “Empl " table (right hand sid
4.1) In the “Data” view (select on left hand side) navigate to the “Employees” table (right hand side
File Home  Help Column tools
Prame | cumency e % Summarzation [oorammaze + | B | 85 | =5 | EH
5 Sort by Data Manage New
o, y v
s Datavpe | Text Bl Data category | Uncategorized columnv | groupsv  relationships | column
Structure Formatting Properties sort Groups Relationships | Calculations 2
W XV Fields >
| Full Name ~| First Name |~ | LastName [~| EMPID [~ Level ~ | Manager |~ | salary [~ ] Bonus,% [~ User Name ~| order [~ | currency | ~
8 Almeda Lanman Almeda Lanman 3252 Head of Region 150000 0.2 Almeda.lanman@Company.com 1 UsD P search
@ Clayton Niven Clayton Niven 3277 Manager 3252 100000 0.15 Clayton.Niven@Company.com 2 GBp
arcellus Magrath Marcellus Magrath 3261 Manager 3252 100000 0.15 Marcellus.Magrath@Company.com 3 GBP ~ BB Accounts
1l
Tamesha Kolodziej Tamesha Kolodziej 3257 Sales Representative 3277 60000 0.1 Tamesha.Kolodziej@Company.com 6 GBP 2 (B Empioyees
Eboni Saathoff Eboni Saathoff 3230 sales Representative 3277 60000 0.1 EboniSaathoff@Company.com 7 GBp = Bonus, %
st Name
Courtney Mayweather  Courtney Mayweather 3294 Junior Sales Representative 3231 40000 0.05 Courtney.Mayweather@Company.com 12 GBP Full Name
Travis Milburn Travis Milburn 3256 Junior Sales Representative 3231 40000 0.05 Travis.Milourn@Company.com 12 GBP Last Name
Junie Fredrick Junie Fredrick 3245 Junior Sales Representative 3238 40000 0.05 Junie.Fredrick@Company.com 14 EUR Level

4.2) Defining the hierarchical path from:

e Thereis aroll up from “Employee” to “Manager”
e Using the “Path” function you can specify the hierarchical roll up for each employee
e Select “New Column” then use the below DAX formula:

Path = "|" & PATH (Employees[EMP ID], Employees[Manager] ) &"|"

File Home Help Column tools
= 5

& Name Path $% > Summarization | Don't summarize v Eﬂ i Eg @

s Data type | T v : Data category QU oty Data Manage New

i Y Gt - EI doml Uncategorized columnv groups v relationships | column

Structure Formatting Properties Sort Groups Relationships | Calculations
il X «/ |1 Path = path(Employees[EMP ID],Employees[Manager])
Full Name ~ | FirstName |~ | LastName [~ | EMPID [~ Level ~ | Manager | ~| salary |~| Bonus,% [~ User Name ~| order |~] currency [~ P [~ ]
Almeda Lanman Almeda Lanman 3252 Head of Region 150000 0.2 Almeda.Lanman@Company.com 1 UsD 3252

=g Clayton Niven Clayton Niven 3277 Manager 3252 100000 0.15 | Clayton.Niven@Company.com 2 Gep 3252|3277
"5 Marcellus Magrath Marcellus Magrath 3261 Manager 3252 100000 0.15 | Marcellus.Magrath@Company.com 3 GBP 3252|3261
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6) Setting up the security

5.1) Apply the security

e  For each individual level, we need to be able to use their user name so when they log in we can apply
the appropriate security

e Inthe “report” view go to the “Modelling” tab then “Manage roles” (1) = “Create” (2)

e Name the role “All Users”

o Selected “Employees” (3) and in the white space add the DAX below

File Home Insert Modeling View Help d
G = Frr 1 ~
B5 H RS als W
Manage New  Quick New New New Manage View Q&A Language Linguistic
relationships = measure measure column table parameter roles as setup v schemav
Relationships Calculations What if Security Q&A
0l X

Manage roles

Roles Tables Table filter DAX expression 4 o[ ]
&g '
=8
All Users Accounts VAR UserID =
) Date L &
Create | | Delete J Employees w LOOKUPVALUE (
FTSE1006 ) Employees[EMP ID],
AMPARIES: Employees[User Name],
Revenue USERPRINCIPALNAME ()
Target )
& "
2 RETURN
ISERROR (

FIND ( userid, Employees[Path] )

)
= FALSE ()

Filter the data that this role can see by entering a DAX filter expression
that returns a True/False value. For example: [Entity ID] = “Value”

Save Cancel

VAR UserlD="|" & LOOKUPVALUE ( Employees[EMP ID], Employees[User Name],
USERPRINCIPALNAME ()
)

& n | n
RETURN

ISERROR ( FIND ( userid, Employees[Path] ) ) = FALSE ()
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7) Testing the security

e Onthe “Data” tab (1) > “View as” (2) = tick both “Other User” and “All Users” & type in
“clayton.niven@company.com” (3)
e Select the “Employees” table (4) and you should see only Clayton and his direct reports.

ools

file  Home Help T

CRRRREDR B D 58 EE QL qm,

Get Excel PowerBl SQL Enter Recent Transform Refresh Manage New  Quick New New Manage View Publish
datav datasets Server data sourcesv datav relationships = measure measure column table roles as
Clipboard Data Queries Relationships Calculations Securitv Share *

ol Now viewing report as: All Users, clayton.niven@company.com Stop viewing .
Fields >

View as roles

B XV [ None ' 3 £ search

' Full Name [~ Level ~| EmPID [~ Manager [~] salary [~ Bonus,% [~ Bonus Amount [~ User Name - ¥ Other user clayton.niven@company.con ) pes
Eboni Saathoff Sales Representative 3230 3277 60000 01 6000 | Eboni.Saathoff@Company.com i i 4 ‘
Tamesha Kolodziej  Sales Representative 3257 3277 60000 01 6000 Tamesha.Kolodziej@Company.com v B Date
1 Lona Star Sales Representative 3216 3277 60000 01 6000  Lona.Star@Company.com ~ B} Employees
Clayton Niven Manager 3277 3252 100000 015 15000 | Clayton.Niven@Company.com

~ BB FTSE100Companies
“ B Revenue
A~ B8 Target

B Achievement

B Achievement Amt

B Achievement, %

oK Cancel Date

[ Employee Respon...
B Helo
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8) Creating the DAX Measures

e Onthe left hand side, go the “Report” view then select “New Measure”

File Home Insert Modeling View Help
e 7=
P
@B lkhE R Pk dkid B 48 W
Get Excel PowerBl SQL Enter Recent Transform Refresh New Text More New  Quick Publish
datav datasets Server data sourcesv datav visual box visualsv measure measure
Clipboard Data Queries Insert Iculations Share
a0

e Then create each of the following DAX measures in turn first deleting “measure =" if it appears

Revenue Amt := SUM ( Revenue[Revenue] )

Target Amt := SUM ( Target[Target] )

Achievement Amt := [Revenue Amt] - [Target Amt]

Hello :=
"Hello "

LOOKUPVALUE (
Employees[Full Name],
Employees[User Name],
USERPRINCIPALNAME ()

)
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9) Add background

e Select the “Report” page (1) 2 “ “Format” for the page (2) = “Add Image” (3) = “Select Image” - in
files and attachments (4) & change “Transparency” to 0%

al < Visualizations >

' @ Open File X < = = s = [

) - o o B e e U d e

ETE'] T « Salaries and Commission > V1.1 v O Search V1.1 E2i ki o =
o

a = —

Organize > New folder =- m @ T8~ (]

1. Policy » @ LY n
= 2 @

Second DemcA#

33 Dropbox (Altius) ' 2

8 Altius ‘
48 15027001 < A Power 4 ==
Platform /O —
@ OneDrive - Altius Finance
Backgrou... v Page information
B Desktop
| Documents \/ Page size
File name: “ V‘ Image Files (*xbm;“tif:pjpi*.pj ~ Page background
Cancel Color
O~
Transpare‘
0 % O———
’ + Add image
Summary Background e 3 Revert to default

e Change “Image Fit” to “Fit”

Transparency

0 % O

|:| Power Platfor...

Image Fit
Fit v
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10) Add theme

e Select “View” (1) = “Browse for themes” (2) = select the “Theme” (3) that is in the files and
attachments

File Home Insert Modeling View ‘ 1

= Gridlines ? D Iﬂ I_—‘ (55|
Aa Aa Aa Aa Aa Aa = D S Eﬂ@ =y
I TR as Dnlualnl| (Duloutol| (Dalualall| > = Page Phone Ul Filters Bookmarks Selection Performance Sync
viewv layout Lock objects analyzer slicers
This report Scaletofit | Mobile Page options Show panes
@ C
Aa
Illll\“l T « Salaries and Commission > V1.1 v O O Search V1.1
Power Bl Organize ¥ New folder = m @
Aa Aa Aa Aa Aa ® This PC A Name h Status Date modified Type
TN o0n Ruluallal] (Raluatal] lalnn il 3 300bes & Theme z8 03/04/2020 11:52 JSON File
Aa Aa Aa Aa Aa I Desktop '
Budoutc 0] [Ruboshul] (Rukuatul] [BuBuniul] {Fukuslln] 5 Docmens
¥ D
Aa Aa Aa Aa Aa N il 3
i usic
Rabuatul] [Fnfunt 0| [OREROTN olualal] [Foluall  _ )0
ures
Aa Aa Aa Aa 8 videos
aluin ) Dulec il ERTVRR Inlustal ssoscr V<€ >
File name: ~| | Power Bl Report Theme Files (*, v
[B Browse for themes.. ‘ -
Open Cancel

N

Theme gallery



POWER
. . . LATFORM
Page |13 Row Level Secuirty and Hierarchies e MaNe:

11) Design your report

e Design your report as usual by adding visuals

e For an example, you can see the “Salaries and Commission Data — Worked Example “
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12) Publish to the service

e Select “Home” tab then “Publish” (1)

e Select “My workspace”

File Home Insert Modeling View Help

% Publish to Power B

Get

date~ » 2

) Select a destination
Clipboard

0l My workspace

A

POWER
LATFORM

INANCE

7

Publish

Share
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13) Set security in the service

e On “Power BI” website sign in & select “My Workspace

2 Home

Yt Favorites >
® Recent >
7 Apps

& Shared with me

&1 Workspaces >

I @ My workspace v

e On “My Workspace”, select “Dataset” (1) then “...” (2) then “security”

Dashboards Reports Workbooks Datasets l‘ﬂowsl

NAME 1 ENDORSEMENT ACTIONS ‘

Salaries and Commission Worked Example it O 2] <5

Analyze in Excel

Delete
Security

e  On the security tab, you can type in all the users by putting in their name
e Alternatively, you can have an active directory group (i.e., All Sales) and you can put use this. That
way, when new salespeople get added, they automatically appear

Row-Level Security

All Users (0) Members (0)

People or groups who belong to this role
ba|b9r|

Chris Barber chris.barber@altiusdata.com

POWER
LATFORM

INANCE
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14) Testing security in the service

Iz

e Inthe “Security” tab, if you hover your cursor over “All Users” you will see “...

e Leftclick on “...” and you will see “Test as role” which you can left click on
All Users (1) . u Members (1)
Test as role

e This navigates you to the below screen & you can type each users name and the report will update as
if you were the user you have selected

< Back to Row-Level Security Now viewing as: All Users v

= Export ¥ 2 | srect pERSON Favorite
Enter email addresses L i
V-
as' in model
OR SELECT ROLE

~ All Users (1) |
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References and further reading

Star Schema - https://docs.microsoft.com/en-us/power-bi/guidance/star-schema

Dax Patterns - https://www.daxpatterns.com/parent-child-hierarchies/

RLS - https://docs.microsoft.com/en-us/power-bi/service-admin-rls

DAX formatter is used throughout this document - https://www.daxformatter.com/

DAX Studio download - https://daxstudio.org/

Data protection in power bi (preview) - https://docs.microsoft.com/en-us/power-
bi/admin/service-security-data-protection-overview




